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1. Purpose and Scope

The Marine Institute Data Management Quality Management Framework is based on 1ISO9001:2015,
the international standard for quality management. However, it is accepted that it is not yet fully
compliant with this standard.

The Purpose of this work is to address this prior to the reporting cycle to the International
Oceanographic Data and Information Exchange of UNESCO’s Intergovernmental Oceanographic
Commission.

This Scope is to conduct a Gap Analysis and present a Roadmap for addressing identified opportunities
for the Quality Management Framework at the Marine Institute.

2. Assumptions and Prerequisites

The following are assumed:

9 Readers of this document should be familiar with Marine Institute’s Data Management Quality
Management Framework (MI DM QMF)™.

9 Readers of this Report should be familiar with an additional EMFF Deliverable D4.3Report on
Data Reuse Servicesrghitecture. This work builds on the outputs of the previous EMFF Data
Integration & Data Governance projects; and in collaboration with the Marine Institute’s
Application Development and Data Management teams, is developing an architecture for the
development of data reuse services.

9 Readers of this document should be aware that there are Quality Management Systems
already established within MEFSS which include 1ISO 9001:2015 and ISO 17025:2017.

9 Readers of this document should be aware that there is an Ml LIMS Scoping Document with
the purpose to identify the potential of a Laboratory Information Management System at the
Marine Institute (an MI LIMS). The report focuses on fact-finding and definition-setting within
the MI with respect to a LIMS with the core objective to build a strong foundation for decision
making and prioritisation going forward. The Scope was to tease out not only what are the
core components of a LIMS from an Ml perspective; but to present examples of where these
key elements may or may not be required.

3. Introduction

3.1 Marine Institute 8 Data Management Quality Management Framework

The MI has made a commitment to implementing a Data Management Quality Management
Framework to guide all of its data management processes from collection, storage, quality control,
provision to statutory reporting. The Marine Institute Data Management Quality Management
Framework (Ml DM QMTF) targets improved data quality by assuring the quality of the data
management processes that produce, manage, analyse and report data with associated metadata.

! Leadbetter, A., Carr, R., Flynn, S. et al. Implementation of a Data Management Quality Management
Framework at the Marine Institute, Ireland. Earth Science Informati¢&019). https://doi.org/10.1007/s12145-
019-00432-w
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The International Oceanographic Data and Information Exchange (IODE) provides a framework to help

its network of National Oceanographic Data Centres (NODC) develop data management quality
frameworks such as described by the MI’'s DM-QMF Manual (Leadbetter et al, 2019). The Manual is
based on the ISO 9001:20152 international standard, which aids the Ml to provide clarity to roles and
responsibilities, traceability of key activities and deliverables, by providing a system that can evolve

over time and aid staff development and learning.

The benefits of this DM-QMF include:

©® NV A WN e

Greater consistency in data products and services produced by the M.

Increased efficiency by improving time and resources, improve customer satisfaction.
Consistency with all processes across the service areas.

Continuous assessment and improvement.

Training materials for all staff — particular benefit to new starters.

Reduced risk of undocumented processes and procedures.

The identification any sensitives associated with General Data Protection Regulation (GDPR).
Ensuring the quality of the management of data for use in Marine Spatial Planning, Marine
Strategy Framework Directive, European Maritime Fisheries Fund and other data-demanding
legislative drivers into the future.

The MI DM QMF comprises of 3 key elements:

1.
2.
3.

A Manual- Detailing how the QMF operates within an organisation

A Model - Visual representation of the activities described in the Manual (Figure 1).

An Implementation Pack— A series of templates and guidelines to implement what is
described by the Manual.

An Implementation Pack includes:

1. Data Management Plans a live document describing: the data created during a project
or programme, how data will be stored during the project or programme, how data will
be archived following project or programme completion, and how access to data will be
granted (where appropriate).

2. Reauirements Document (including Acceptancerit€ria): This should contain clear
requirements for the data being produced; accompanied by the criteria for successfully
meeting these requirements should be specified, ensuring the process is effective and
meets the needs of users of the data.

3. Process FlowA visual representation of the data producing process using the Business
Process Model and Notation (BPMN). It is a live document illustrating the high level
activities required to produce the process output: the ‘what’. Process flows can be useful
to highlight issues including GDPR vulnerabilities where applicable.

4. Standard Operating ProcedureA set of logical instructions around the activities
described by the Process Flow. Depending on complexity there can be multiple SOPs
linked to a single Process Flow.

2150 9001:2015
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5. Data Catalogue EntryA Data Catalogue is a centralised register of dataset descriptions.
Each entry should contain all required data governance information to manage the data
correctly and publish externally where appropriate.

6. Performance EvaluationProcesses are monitored against a set of Quality Objectives
using an evaluation template. Processes can subsequently be improved as a result of the
performance evaluation findings.

3.2 What is ISO 9001:20157

The 1SO 9001:2015 Quality Management System (QMS) is an internationally recognised quality
management standard and has been implemented by over one million organisations in over 170
countries globally3. 1ISO 9001:2015 is one of the few ISO standards that has been implemented across
multiple industries.

The purpose of the standard is to assist organisations in meeting statutory and regulatory
requirements relating to their products and services whilst achieving excellence in their customer
service and delivery. ISO 9001 contains eight key principles of quality management:

Customer focus

Leadership

Involvement of people

Process approach

A systematic approach to management
Continual improvement

Factual approach to decision making

PNV A WNR

Mutually beneficial supplier relationship

3.31S0O 9001:2015 Accreditation vs. Certification

In principle, the systems are the same, the main distinction between Accreditation and Certification is
around who and how it is done:

9 Accreditation is only available after assessment from an Accredited Body, such as United
Kingdom Accreditation Service* (UKAS) or the Irish National Accreditation Board® (INAB). The
Accredited Body cannot provide any help or support, they can only conduct the assessment

and give a pass or a fail.

9 Certification includes support around implementation of the standard and then ‘Certify’ its
completion to an acceptable level — this can be done by third party organisations e.g. National
Standards Authority of Ireland (NSAI)® who they themselves are audited by INAB.

3 https://www.certificationeurope.com/certification/iso-9001-quality-management-systems-certification/
4 https://www.ukas.com/

5 https://www.inab.ie/

6 https://www.nsai.ie/certification/
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In summary, certification is “third party” whereas accreditation is the assessment body first assessing
and then allocating the accreditation if deemed appropriate.

The Marine Institute’s Fish Health Unit Competent Authority holds ISO 9001:2015 Certification from
the NSAI and several laboratories in MEFSS have been awarded ISO 17025:2017 Accreditation from
INAB, the internationally recognised Irish State body.

34-)60 $- 1-& ! AAORAAEOGAOGEI T

The International Oceanographic Data and Information Exchange of UNESCO’s Intergovernmental
Oceanographic Commission’ (I0C-IODE) is the governing body of the global network of National
Oceanographic Data Centres (NODCs). The Marine Institute is the NODC for Ireland. In 2013, IOC-IODE
released guidance for NODCs to design and implement quality management systems for the successful
delivery of oceanographic and related data, products and services (IOC-IODE 2013). IOC-IODE has
been encouraging NODCs to implement a quality management system and to demonstrate they are
in conformity with ISO 9001, the international standard for quality management. A stated goal of the
IOC-IODE’s guidance is to “promote accreditation of NODCs according to agreed critéria

The MI’s DM-QMF follows the structure of the ISO 9001:2015 quality management standard and has
been ‘Accredited’ by the IODE. The Ml is one of the first 10 national data centres worldwide to receive
the international accreditation of its Data Management Quality Management Framework by the
(UNESCO) International Oceanographic Commission's IODE programme.

The DM-QMF exists as part of a larger strategy that is being established under the Marine Institute’s
Data Strategy 2017-2020. To fulfil the requirement under ISO 9001:2015 the Ml are adopting a process
approach. The DM-QMF is a key deliverable of the MI’s Data Strategy 2017-2020 which is fully aligned
with and supports the MlI’s Strategic Plan for 2018-2022.

The fundamental difference between the MI’'s DM QMF Accreditation and the ISO 9001:2015
Accreditation or Certification process comes down to full implementation and auditing. Whilst the M
DM QMF follows ISO 9001 there is no auditing involved and not all processes are yet fully managed
under the framework. With the Ml DM QMF the Ml are making a statement that they are committed
to working towards all processes under the framework over a period of time. Under 1SO 9001 all
processes must adhere to all conditions within the standard in order to be compliant.

4. Methodology- Gap Analysi$SO Vs QMF
In order to conduct a thorough gap analysis between the full ISO 9001 standard and the MI’s DM QMF
it is first important to understand the structure of the full ISO standard.

There are 131 “shall” statements written in the ISO 9001:2015 standard;

9 “Shall” indicates a requirement
T “Should” indicates a recommendation

7 https://www.iode.org/

8 Leadbetter, A., Carr, R., Flynn, S. et al. Implementation of a Data Management Quality Management
Framework at the Marine Institute, Ireland. Earth Science Informati¢&019). https://doi.org/10.1007/s12145-
019-00432-w
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These ‘Shall’ statements expand to 238 line items; e.g. “The organisation shall do: a, b, ¢, d, f and g”,

I “May” indicates a permission
 “Can” indicates a possibility or capability.

meaning that throughout the ISO 9001:2015 standard there are 368 individual requirements. Each of
these requirements can be audited and failure to demonstrate evidence sufficient to show how each
are being delivered has the potential to result in a non-conformance. These non-conformances have
limited timeframes in which they must be addressed and actioned upon to maintain accreditation.

The ISO standard employs a process approach which incorporates the Plan-Do-Check-Act (PCDA) cycle
and risk-based thinking. Risk has always been part of ISO standards, however ISO 9001:2015 now looks
to apply risk-based thinking to a variety of processes across planning, operations and performance
evaluation. Risks do not necessarily have to be negative, they can be seen as opportunities for
increasing the effectiveness of individual processes, as well as the quality management system itself,
by achieving improved results and preventing undesirable results.

To ascertain if a process is functioning under 1SO 9001:2015 an Auditor® looks for 3 key elements:

1. Isthe Process Compliant?
2. Isthe Process Effective?
3. Isthe Process Continuously Improved?

Therefore this can be represented as over 1,000 (~1,104) different ways in which a process can fall
over during an audit under ISO 9001:2015. The table below gives an indication of the scale of the
requirements to achieve full accreditation.

Chapters of ISO ‘Shall’ Compliance Effectiveness Risk-based

9001:2015 (line statements) Thinking
Total 131 (368) 368 736 1,104

Therefore the best way to ascertain how closely aligned the MI’'s DM QMF is to the ISO 9001:2015 is
to conduct a thorough analysis of the framework against these 3 considerations: Compliance,
Effectiveness & Risk-based Thinking (also referred to as ‘Continuous Improvements’). To achieve this
the table above was expanded further. This work can be observed in an excel spreadsheet on
SharePoint.

4.1 Compliance

As the MI’s DM QMF Manual was written in accordance with the ISO 9001:2015; using the same Table
of Contents it is clear to see that the MI’s DM QMF Manual is theoretically fully ‘Compliant’ in relation
to all sections that should be addressed and or documented within the Manual. Table 1 below is an
excerpt from both the I1SO 9001:2015 standard and the QMF table of contents. It’s clear to see that
each section matches well —in fact there are more sections documented within the QMF.

9 Authors I1SO 9001:2015 Lead Auditor Training
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Compliance

ISO9001:2015 Table of Contentg

QMF Table of Contents [Manual]

1 Scope

Scope

2 Normative references

Normative references

3 Terms and definitions

Terms, Definitions and Acronyms

4 Context of the organization

Context of the Organisation

4.1 Understanding the organization
and its context

Understanding the Organisation and its
Context

4.2 Understanding the needs and
expectations of interested parties

Understanding the Needs &
Expectations of Interested Parties

4.3 Determining the scope of the
quality management system

Determining the Scope of the Ml
Quality Management Framework

4.4 Quality management system and
its processes

Marine Institute Quality Management
Framework and its Processes

Data Management Quality
Management Framework Model

DM-QMF Implementation Pack

5 Leadership

Leadership

5.1 Leadership and commitment

Leadership and Commitment

General

Customer Focus

5.2 Policy

Policy

Establishing the Data Quality Policy

Communicating the Quality Policy

5.3 Organizational roles,
responsibilities and authorities

Organisation Roles, Responsibilities and
Authorities

Data Coordination Group

Data Strategy Groups

Tablel Excerpt from Table of Contents

The next consideration is to examine the documentation / records necessary as part of either process.
As previously mentioned the QMF Implementation Pack contains a series of templates used to
document various elements of the Framework, as well as a Manual. Both of these are examined to
identify the presence or absence of mandatory records / documentation.

There are 3 sections that have mandatory records:

ISO Sections

4.3 Determining the scope of the
quality management system

5.2 Policy

MI DM QMF Documentation
QMF Manual v. 1 p. 22

Compliant

v
v
v

The QMF is now part of the Ml's Data Policy

6.2 Quality objectives and planning Quality Objectives are now part of the Ml's

to achieve them Data Policy
Table2 Mandatory Records
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In addition to this there are also 22 mandatory records “documented information" or "documented
Procedures/Records" that must be kept. Whilst there are some gaps (3/22) a large proportion of this
documentation is captured by the QMF Implementation Packs. Examples can be seenin Table 3 below:

Mandatory Records

8.1 Provide governance documentation to demonstrate that
processes, products and services have met all requirements
and expectations

8.2.3.2 (a, b) Retain documentation to demonstrate (a) review
of the requirements for products and services (b) of any new or
additional requirements

8.2.4 Changes to requirements for products & Services: Amend
documentation to reflect changes to the requirements &
relevant persons are made aware of the changes

8.6 (a, b) Release of Products & Services: Retain documentation
of (a) evidence of conformity with the acceptance criteria,

(b) traceability to the persons authorising the release.

7.1.5.2 Measurement Traceability: Maintain the basis for
calibration of verification as documented information when no
standards for these activities exist.

7.5.3 Control of Documented Information: Ensure
documentation is available for use and adequately protected
be effective information governance policies.

8.5.2 Identification and traceability: Maintain documentation
to ensure traceability of outputs and conformity of products
and services

8.5.1 (a.1, a.2) Control of production and service provision:
Ensure the availability of documentation that (a.1) defines the
characteristics of the products, services and activities (a.2) as
well as the results of each. "Controlled conditions shall include,
as applicable..."

QMF Packs
Requirements & Acceptance
Criteria

Requirements & Acceptance
Criteria

Requirements & Acceptance
Criteria

Acceptance Criteria

SOPs

SOPs on P3, TFS, GitHub

Jupyter Notebook runs...

Data Management Plans

Table 3Documented Information

Following analysis it can be concluded that the Compliance element of the Technical Audit has been

illustrated successfully.

Audit Criteria

Result

Compliance
Effectiveness

Continuous Improvement

4.2 Effectiveness

v

The next component to evaluate against is Effectiveness — evidence to back up that the processes in
place are effective. As there are no established Key Performance Indicators (KPI) stipulated as part of
the QMF this is difficult to fully assess. This information is being captured during the Performance
Evaluation, a type of Internal Audit, which is in its infancy across the institute just now. See questions
1 and 2 from the Performance Evaluation Template — a part of the QMFs Implementation Pack:
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Q1:To meet the data quality objectives, the process should:
Deliver quality data products and services within the pyopriate timeframes
I Hasthe product / service been delivered to required deadlines since the last
evaluation? If not please provide details.
I Were any issues encountered since the last evaluation? If so are they on the Issues
Register'®? If not please add them.

Q2:To meet the data quality objectives, the process should:
Maximise the MI's ability to collaborate with current and future customers and
interested parties e.g. as data providers, data consumers, service providers &
state bodies (S)

I Describe the mechanism for receiving feedback and if no formal mechanism is

available what other channels is feedback received through?
What feedback has been received from customers and interested parties?
Y How has the feedback been considered and actioned?

Table3 Excerpt from Performance Evaluation Template

Question 1 is addressing has the last iteration of the process been effective in relation to deadline;
and if there are any issues, this would suggest the potential of a risk or an opportunity with the process
which should be covered in the Continuous Improvement section covered later in the document.

Similarly question 2 is ascertaining how the process has been perceived or received by the customer
— has there been any feedback. This can be both good and bad; representing risks and opportunities
— both of which need to be addressed and managed appropriately.

However, in order to really evaluate the effectiveness of the DM-QMF with respect to the level of
documentation of the ‘Pack’, including examining the appropriateness of the Performance Evaluations
process, a comprehensive Technical Audit was conducted independently by Brendan Whittle and
Sarah Flynn!' under EMFF deliverable (D1.5). Sarah examined everything from a process and
documentation perspective; Brendan from a systems architecture perspective.

This is explained further in Test Cases below where 2 processes from MEFSS and FEAS respectfully
were subject to independent Technical Audits.

4.2.1 Test Case MEFS& Residues Test Case

The National Residues Control Plan (NRCP) sets out the monitoring requirements for residues in
animal products in accordance with Council Directive 96/23/EC of 29 April 1996 on measures to
monitor certain substances and residues thereof in animals and animal products. On behalf of the
Department of Agriculture, Food and Marine (DAFM), the Marine Institute carries out monitoring of
chemical residues for aquaculture. The main objectives of the NRCP for Aquaculture are to ensure
farmed fish are fit for human consumption, to provide a body of data showing that Irish farmed fish is
of high quality, to promote good practices in aquaculture and to comply with EU Directive 96/23/EC.

10 «A |ist of the issues and single points of failure (SRGES Yy G A FA SR 4 A (I K MYDMOMFS a
Manual 2019
11 Certified 1SO 9001:2015 Lead Auditor (April 2019) IRCA & CQl
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As part of the Data Management Quality Management Framework (QMF) the process was examined
and documented to include the processes involved in the data related to Sample collection, sample
processing, sample analysis and reporting. From this several observations can be made and applied as
an example to support the scoping of a LIMS at the Marine Institute.

In line with the NRCP for aquaculture, relevant farmed fish species are sampled by Marine Institute
authorised under the Animal Remedies Act, 1993. Sampling occurs throughout the year and may occur
in processing plants (harvest) or on-farm at any stage of production. A sample may be an individual
fish or a number of fish which are pooled; typically multiple samples are collected during each
sampling event.

Multiple analyses using validated (Dec 657/2002) and accredited screening or confirmatory methods
are carried out at Ml or in approved third party laboratories as set out in the annual NRCP. The data
are stored in the Biota database with a RES sample-code identifier.

All analysis for the Residues programme is done on the tissue type ‘skin and muscle’; the skin and
muscle are blended together and analysed as one. Physical measurements - average length and
average weight - are also measured and recorded in the database, and these measurements are done
against the whole fish specimen. Weights and lengths are normally taken at the time of sampling out
in the field. The fish then are gutted, head and tailed at the farm or processing plant2.

4.2.2 Findings

4.2.2.1 Documentation

The Residues process that was submitted as part of the IODE Submission for accreditation was
different to the one that was subject to this audit. What was previously prepared was the Reporting
of Residues data: from the database outward. What was audited for this report included pre-sample
preparation right through to reporting.

The analysis started off examining all available documentation:

1 Aseries of 11 associated SOPs*® were read and a logical high level process flow developed.
I 5 Jupyter Notebooks were also examined

This initial analysis of available documentation resulted in identifying potentially 16 steps in the
process; however it was difficult to work independently and required extensive input from the Data
Steward.

In fact following 5 x 2hour workshops conducted between 12" Feb and 11" March 2020 involving the
Data Steward, the Data Coordinator and a Systems Developer preliminary analysis showed:

9 Now 39 Steps from Collection to Reporting were identified; broken down further into 7
logical sub processes:
9 All containing interdependencies

12 Note: there has been a change in the procedures with COVID-19; access to fish plants has been
restricted so fish are taken back onsite now where weight and length are recorded in the MI. However
this is only a temporary situation.

13 Held in Paradigm 3 as part of the MI’s ISO 17025:2017 Accreditation process.
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 Requiring the entire process to be run sequentially — which often fails to happen
9 Out of the 39 steps 23 GAPs in documentation where identified
i There was no available documentation pertaining to any of the SharePoint
Workflows
It was also apparent there were a lot of manual undocumented steps involved in the
process. This is referred to as ‘tribal knowledge’ in the MI’'s DM-QMF Manual. It introduces
risk into the process by containing what is called ‘single points of failure’*.

All additional analysis was conducted by the Systems Developer around the Systems Architecture by
reading Stored Procedures, SSRS Reports, Jupyter Notebooks, querying the database as well as
continue input from the Data Steward.

4.2.2.2 Systems Architecture

The findings showed how Residues have developed advanced quality control procedures using
available technologies such as SharePoint workflows and PowerShell Scripts; and that they have really
taken the lead in developing paperless sampling at the M.

The analysis also highlighted that as a consequence of developing such advanced procedures and
methodologies, the overall process has now evolved to a total of 172 steps from pre-collection
[creating labels] to reporting; 74 of which are manual spread across 17 technologies (see Table 4
below). The learnings from this audit are referenced in an MI LIMS Scoping document (see
Appendices) to illustrate not only how much is and can be obtained in the absence of a LIMS; but also
where improvements can be potentially introduced prior to, and going forward by, an integrated Ml
LIMS.

Manual 74
SQL 17
Sharepoint Doc Library 14
SSRS 10
Sharepoint Work Flow 10
MI File Storage
PDF

SSIS

Sharepoint Task
Csv

Text File
Powershell
Fulcrum Web App
Jupyter

Excel

Access

Image

=
o

R R, NNWWDMUOON

1 This is a common Risk amongst Quality System where only 1 persons is trained to a competent manner for a
given Test Method. It will almost always result in a non-conformance; especially if there is no management of
said risks within an organisation.

l4|Page



European Maritime
& Fisheries Fund

Email/Post 1
Email 1
Grand Total 172

Table4 Summary of Systems Architecture Findings

Roadmap forfuture opportunities

There are short, medium and long term opportunities to improve how this process functions. These
include, but are not limited to:

Short Term

9 Developing a single Upload, QC, and Data Archiving technology that will allow the removal of
10+ technologies from the Residues data handling steps

9 Removing unneeded code from the generation of Reports

9 Completing a consolidated Data storage and viewing system

Medium Term

1 Improving data input systems to validate data at point of entry
9 Investigating redeveloping certain data architecture anomalies
9 Building out a suite of management reports

Longer Term

9 Developing a wider Ml consistent sample numbering system

4.2.3 FEAS- Inshore Port Sampling

The European Commission’s National Programs and Annual Reports for the Data Collection
Framework (DCF) are prepared by the Member States (MS) andscreened by independent
experts. They are then subject to evaluation by the Scientific, Technical and Economic Committee for
Fisheries (STECF) in two dedicated annual meetings. On the basis of the proposals by STECF,
the Directorate- General for Maritime Affairs and Fisheries (DG MARE) approves the MS programs
and reports. Once this process is finalised the documents are uploaded to the EU Commissions DCF
website. This process follows the flow of data collected during the at-sea sampling programme
from collection to analysis to reporting®.

4.2.4 Findings

The process analysed is the handling of data for the Catch Sampling (at-sea commercial fishing)
process. Due to time constraints this process was examined at a higher level than the residues process
but many similarities were discovered nonetheless. Similar to the residues program the process
consists of many disparate technologies, technically quite advanced in certain parts but not in others.
Considerable effort has been expanded in consolidating SOPs and Paper form based templates which
is continuing as this report is written. The process contains up to 17 different technologies and the
data handling alone, excluding the complex sampling process itself, contains over 50 manual steps.
Electronic data collection has been advanced in 1 program (Nephrops) but not in the other collection
types. Data storage and archiving is too distributed across multiple technologies and storage locations.

15 FEAS QMF Pack Data Management Plan
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Source control of code is carried out but not with any technological architecture supporting it. Far too
much manual effort is required to extract and analyse data and a distributed, technologically diverse
architecture means that maintenance and development are difficult to support. Physical sample
handling is limited to Otolith aging in the main but there appears to be a lack of a numbering/labelling
system.

3rd party Text handling 1
System

Access Dbase 1 3
Access Dbase 2 3
Excel Files 9
Manual Step 50
P3 Document Mgmt 1
Paper Documents 1
Paper Posting 1
PDF 7
Physical File Storage 1
R Script 3
Shared Files 2
SQL Code 1
SQL Dbase 7
TeamUpApplication 1
Nephrops .Net application 1
WindowsTablets 1
Access Dbase 3 1

Grand Total 94

Table5 Summary of Systems Architecture Findings

Following analysis it can be concluded that the Effectiveness element of the Technical Audit have
resulted in ascertaining there is not sufficient documentation yet available for the Test Cases used,;
nor have either of the processes been optimised by identifying the potential to remove manual steps,
implement standardised technologies or identify and / or remove any redundant components by
streamlining and refining the processes.

Audit Criteria Result
Compliance \/

Effectiveness x

Continuous Improvement

4.3 Continuous Improvement
The MI’'s DM QMF was only established in early 2019. To date there are limited numbers of ‘packs’
complete and even less Performance Evaluations conducted. There are also no processes clearly
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defined around how a Performance Evaluation is required to work at the MI. Should there be an Issues
Log for each process, unit, service area or just one for the entire MI’s QMF. Who is responsible for the
management of the Issue Log or Logs?

Despite the fact that there is an evolving Performance Evaluation process in place —it’s in its infancy
and a lot more needs to be done around actioning some of the findings. There is no follow up on
whether or not these Issue Log(s) are in fact populated. These is also a distinct lack of evidence to
illustrate how these logs are then used to address the issues that are being recorded. There are
numerous examples in the literature, as well as defined SOPs within other Quality Systems within the
M, of how keeping on top of such log and conducting regular SWOT Analysis (Strengths, Weaknesses,
Opportunities & Threats) for example, will bring the MI closer into line with how a Risk Register is
managed under ISO9001 in addressing Continuous Improvement following the requirement now to
have “risk-based thinking” as part of a Quality Framework.

Following analysis it can be concluded that the Continuous Improvement element of the Technical
Audit has resulted in ascertaining there is not sufficient evidence yet available for the Test Cases used
to support that this is happening. However this could be due to the newness of the entire framework
and in particular the Performance Evaluation.

Audit Criteria Result
Compliance J

Effectiveness x
Continuous Improvement x

5. Results & Recommendations

From a ‘Compliance’ perspective the DM QMF Manual is clearly very well written covering all the
necessary elements of the ISO 9001:2015 standards 10 chapters together with all mandatory records
“documented information" or "documented Procedures/Records" that must be kept.

In relation to ‘Effectiveness’ is can be seen that there is not sufficient documentation yet available to
demonstrate the effectiveness of the processes beyond the apparent successful completion of the
process outputs. Based on the test cases examined it was not possible for experienced data
professionals to step in and follow the processes without substantial time-consuming ‘piecing
together’ of the individual components, accompanied by significant support from numerous Ml staff
involved.

Finally regarding ‘Continuous Improvement’ or ‘Risk-based Thinking’ it was not evident that either of
the test cases have ever been analysed in detail; by identifying the potential to remove manual steps,
implement standardised technologies or identify and / or remove any redundant components by
streamlining and refining the processes.
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5.1 Time & Resources Required

Summary of the amount of time required to conduct such thorough Technical Audits:

MEFSS Residues Technical Audit Hours
Initial Setup Meetings/Reading through SOPs 10
Meetings with Process/ Data Owner to clarify questions meeting to run 10

through SOPs, Understand Process

Data/ Code Investigation Running through all code bases/ table architecture/ | 30

Design

Designing & Investigating Alternative Solutions 10
Writing up Report and Presenting 10
Totals 70*

The Catch Sampling process was mapped to a much lower detail than Residues and no future design
work was carried out if more detailed work is required then these timelines will increase.

FEAS Catch Sampling Technical Audit Hours
Meeting with Process Owner/ QMF Designer

Meetings with Architecture Designer
Meetings with Coder behind R Scripts

Drawing up Process

Writing up Report

N|lP|O|IN|IN] OV

Presenting Findings
Totals 23*

*all times are estimates

Itis to be noted that in both scenarios, to varying degrees, some elements of QMF work had previously
been carried out and could be leveraged in the audit work.

5.2 Recommendations

This report illustrates the benefits in conducting Technical Audits as it highlights how potential risks
and opportunities can be discovered and subsequently examined by complimentary disciplines to find
suitable short, medium and long-term solutions; none which are operational in the current structure
of the QMF.

The gaps identified are mostly around the level of documentation necessary to remove single points
of failure resulting from undocumented operational processes within the Marine Institute. As more
automated, streamlined and refined elements are brought into a process, it isimportant they are done
so with the appropriate support from differing disciplines, like the Data Management Team, and that
time is allocated to complete the appropriate level of documentation from the outset.
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The QMF currently only focuses on the “As Is” world — whilst this is an important first step - if nothing
else is done there are lost opportunities and subsequent known unaddressed issues. Conducting
theses Technical Audits under the QMF will enable processes to be brought into the “To Be” and sub-
sequentially broken down into appropriate solutions that can then be assessed at an Institute-wide
level; maximising the return on investment across the entire Institute. This approach will ultimately
bring greater consistency in data products and services produced by the M, increasing efficiencies by
improving time and resources and providing improved customer satisfaction; as well as removing the
risk of undocumented processes and procedures. Working collectively in an integrated manner will
ensure data integrity, resources, visibility and consistency of outputs are achieved; as well as solving
for scalability, repeatability, maintainability, observability and compatibility with other processes that
use the same architecture and with the MI Data Architecture strategy.

It is recognised that Performance Evaluations as a process, is currently in its infancy at the MI.
However, there are limited actions arising just now out of any findings, as well as limited guidelines
developed towards addressing how any risks and opportunities that might be present within individual
processes could be resolved. There is an opportunities to optimise the functionality of the
Performance Evaluations to include Technical Audits.

It is recommended that:

Performance Evaluations are used as a platform to implement Technical Audits.
all prioritised processes from within the Ml are subject to the Technical Audit process with the
expectation that all processes are methodically documented from the outset

U Technical Audits are conducted following the detailed ‘checklist’ provided at the end of this
report (see Conclusions)

U careful consideration is given to the MI’s Systems Architecture ensuring alignment across all
Service Areas. Appendix 2 shows where the QMF, represented by a red start, sits as a
supporting pillar to the systems architecture within the MI. Whilst the QMF is there as a
framework to facilitate this type of integration — as the Ml’s systems architecture matures and
evolves it’s crucial that all processes are also mapped and balanced accordingly. This should
always be a two-way process facilitating optimised operational functionality with the need to
continuously evolve as new technologies and methodologies come into play.

U consideration is given to the skillsets listed below that were used in conducting the Technical
Audits for this report and would be a necessary requirement to ensure competency training
in at the Ml going forward. These include knowledge and training in relation to:

a) Process Mapping both graphical and text

b) Technical Understanding of Code / RDBM systems / Distributed Architecture
c) Ability to interrogate SOPs/ Interview and question stakeholders

d) Access to Process owners/ Architecture designers/ Data Facilitators/ Analysts
e) Access to raw data/ Codebases/ SOPs/ Reports etc.

U there is an understanding of how the process, unit or service area works and that context is
key to a good process examination. Each initial foray into a department is to be expected to
be quite slow as the auditor identifies key personnel and develops trust and understanding on
how the audit process should be carried out. It is to be expected that with a good template,
context around each programme and due to overlapping technical architecture and processes
timelines can be shortened as each subsequent process within a department is audited.
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6. Conclusions

This report shows that there are considerable gaps between the MI’s DM-QMF and ISO 9001:2015
and would not recommend going for full ISO certification at this time.

All recommendations are listed above and rely on the implementation of Technical Audits.

A checklist for conducting Technical Audits as part of the Marine Institute’s Data Management Quality

Management Framework Performance Evaluations, offers a potential Roadmap on how successful ISO
9001:2015 certification may be achieved in the future.

Phasel

Identify key requirements of a system/proceg@ncl. current failings if known) .

Read QMF Packwhere available .

Independently use available documentation to build up a picture of hothe .
process works- until a blockis apparent

Read all associated SOPs, Technical docs, Process Flows etc.

Liaise with Process OwnerData Steward-to answer any question- ultimately .
identifying all the GAPs Tribal Knowledgeetc.

Work out detailed logical Data Process Flow .
Examine all SSRS and Stoprdcedures to ensureltey function as expected .

u “As | s’ nopcanfirmede at e d

Phase 2

Examine each steptechnologies used, manual eteents, redundant components
Map this to the existing MI Architecture e.g. D4.3
Discuss Findings witBtakeholders identify prioritised elements

Map out options

9 Short
1 Medium
1 Longterm

Update / Create all documentation

it "To Be” now created
U Roadmap for consideration and implementation
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Appendces

Appendix 1: LIMS Report https://marineinst.sharepoint.com/:w:/r/sites/EMFFOP3DataProjects/ layouts/15/Doc.aspx?sourcedoc=%7B0FA041B9-2DD7-
45E4-A5C1-6F04F723D716%7D&file= MI1%20LIMS%20Scope 15052020.docx&action=default&mobileredirect=true

Appendix 2: EMFF Deliverable D4.3: Ml’s Systems Architecture
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